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Abstract: Security around electronic systems is not only sensitive, but also remains contentious among key
election stake-holders. Various cryptographic primitives have been adopted in e-voting systems to infuse
confidentiality, integrity and availability, in order to entrench trust among to all stakeholders. However, the
cryptographic techniques have not been well understood by the voters, candidates as well as other key election
stake-holders. Presenting the mode of operation, the extent of providing security as well as the limitations of
individual cryptographic primitive goes a long way to ensure that the security techniques are well understood
by all stakeholders. This review looked into various cryptographic primitives applied in e-voting systems, how
they achieve security, their strengths and limitations.
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Introduction

Many security approaches have been applied at various electoral levels in different areas of e-voting systems.
The security approaches have been results of application of various cryptographic approaches, which mainly
convert the vote information as plain text into intelligible cipher texts, (Quaglia & Smyth, 2018). The
cryptographic primitives applied in the most recent electronic voting systems have been: digital signatures,
optical scan technology, Blind signatures, homomorphic cryptography, block-chain, EI-Gamal cryptographic
system, Elliptic Curve cryptography (ECC), public key cryptography and El-Gamal cryptographic system.
These techniques have majorly been used to handle voter verification, vote count, and tallying of results.
However, there is insufficient understanding of how the cryptographic primitives affect security in e-voting
systems.

The researchers explain basic terms in cryptographic primitives as follows;

Plain Text: The original message or information about the choices that the voter wishes to communicate in the
electronic voting system. In cryptography the actual voters' choice in the form of information at the polling is
given a special name as Plain Text. For example, a student voter wishes to send “position n=candidate m”
message to the system. Here “position n=candidate m” is a plain text message.

Cipher Text: The message that remains meaningless to the unintended party or system is what we call as Cipher
Text. Through cryptography, the plain text message is transformed into cipher text before the transmission.
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For example, “Akdhsdssdujk526#@91ukl8*"&%$#@%” could be a cipher text produced for “position
n=candidate m”.

Encryption : According to Kiayias, Zacharias, and Zhang, (2017), encryption is a process of achieving cipher
text from plain text is called encryption technique. Various encryption techniques are used to send confidential
messages through an insecure channel. Encryption process requires two things, which are an encryption
algorithm and a key. An encryption algorithm is the program that converts plain text into cipher text.
Encryption happens at the sender side. The general purpose of encryption is to provide confidentiality,
authentication, integrity, non repudiation and access control for the critical data.

Decryption: A reverse process of encryption that involves reverting the cipher text into the plaintext at the
receiver end is called as decryption. This process requires a decryption algorithm and a key. Generally, the
encryption algorithm and decryption algorithm are same.

Key: a key is a numeric, alphabetical, alpha - numeric text or a combination of all the three and a special
symbol; that is used at the time of encryption and also at the time of decryption, (Abandah, Darabkh, Ammari,
& Qunsul, 2014).

Broadly, encryption algorithms are classified into two categories: Symmetric and Asymmetric key encryption.
In symmetric key cryptography, a similar key used for encryption is as well used in decryption. In asymmetric
key cryptography, different key are used for both encryption and decryption, (Kiayias, Zacharias, & Zhang,
2017a).

Statement of the Problem

While most of the modern e-voting systems have applied the principle of Digital Signatures, Optical Scan
Technology, Blind signatures and homomorphic cryptography, block-chain, EI-Gamal cryptographic system,
Elliptic Curves, public key cryptography that uses ECC and EI-Gamal cryptographic system, these approaches
have individual limitations that has made the resultant systems lacking the necessary electoral processes
security. It is necessary to explore the strengths as well as the weaknesses of the applicable cryptographic
primitives.

Objective
To explore the features of Cryptographic Primitives for Security of Electronic VVoting Systems
Literature Review

The study reviewed Digital Signatures, Optical Scan Technology, Blind signatures, homomorphic
cryptography, block-chain, and EI-Gamal cryptographic system, Elliptic Curves, public key cryptography and
El-Gamal cryptographic system. This included the individual security success areas and the limitations of each
technique.

Digital Signatures.

Digital signature is a digital code which is generated and authenticated by public key cryptography, and is
attached to an electronically transmitted document so that it helps to verify the documents’ contents and identity
of the sender's as well as providing proof of original and unmodified documentation, (Cruz & Kaji, 2017). In
electronic voting, the message of the voters' choice is secured using digital signature, where digital signature
uses the principle of public key cryptography. This means that the user has to acquire private and public key,
while the receiver has to obtain the digital signature certificate as well.
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Limitations: Even though this approach has proved secure for e-voting, it has various drawbacks as that limits
its wide application. Digital signature approach requires parties to pay additional amount of money for the
digital certificates at both the sender and the receiver ends. Further, the process of generation and verification
of digital signature needs considerable amount of time. In a typical election scenario, the process of voting
compels a frequent exchange of messages which practically compels the speed of communication to greatly
reduce, (Dworkin, 2015) and this beats the essence of electronic voting.

In addition, If a user for example a voter changes his private key after every fixed interval of time, it implies
then the records of all these changes made must be kept so that if a dispute arises over a previously sent
message, then the old key pair needs to be referred, (Cruz & Kaji, 2017). Practically, the computing storage of
all the previous keys in a practical election and voting processes is another overhead. In elections, secrecy is
of paramount interest. However, while digital signature provides authenticity, it hardly ensures secrecy of the
data,(Yin, Fu, & Chen, 2016). Therefore, to provide the secrecy, additional cryptographic technique needs to
be considered for effective verifiable voting system. In order to smoothly use digital signatures, both voters
and receiving systems have to buy digital certificates, which are expensively acquired from trusted certification
authorities. Additional cost comes in the price of a special software that works with digital certificates, (Yin
et al., 2016), which both senders and recipients of electoral messages have to buy at a cost.

Optical Scan Technology

An optical scan voting technology is hybrid voting system which uses optical scanner to read the already
marked paper ballots and tally the results.

Limitations: This however, does not provide electronic voting mechanisms but is only an electronic relic of
the problematic manual voting system.

Blind Signature

Blind signature is a type of digital signature, but in which the message is blinded just before it is signed,
making it very difficult for the signer to access the message content, (Lopez-Garcia, Dominguez Perez, &
Rodriguez-Henriquez, 2014). After signing, the signed message is then un-blinded. This makes it similar to a
normal digital signature, and therefore, it can be publicly checked against the original message. Blind signature
can as well be implemented using the several public-key cryptographic primitives. However, in practical voting
where both security and verifiability is required, blind signatures are limited in a number of ways.

Limitations: Its simple blinded signature scheme depends on the operational assumptions that the server user
gets no information on the message being signed once the message is received. However, as the server keeps
receiving more information, things start being linkable and this jeopardizes secrecy, (Darwish & M EI Gendy,
2017). Consequently, by keeping a log of blinded messages as the signing process goes on, it becomes easy
for a signing party to link blind messages to their revealed un-blinded versions, and in this way, privacy is
greatly compromised.

Further, most voting systems should allow duplicate voting to prevent coercion. However, blindly signed
ballots do not present any connection to the original voter. Therefore, it is not possible to find other votes cast
by the same voter in order to drop all except the last of the ballots, (Mateu, Miret, & Sebé, 2016). Consequently,
this cryptographic primitive is only ideal in some theoretical schemes, but hardly finds applicability in real-
world voting systems. As such, no known voting systems practically use blind signatures, since they all allow
re-voting to override old ballots.
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Homomorphic encryption

Homomorphism is a method of encryption that allows data to remain encrypted while it is being operated on,
processed and manipulated, (Cortier, Eigner, Kremer, Maffei, & Wiedling, 2015) . Homomorphic
encryption therefore allows computation on cipher texts, and thereby generating an encrypted result. When
decrypted, such encrypted results match the result of the operations as if they had been performed on the
plaintext.

Limitation: In practical perspective, this cryptographic primitive ranks among the worst cryptographic
technique in terms of speed, (Xiang, Yu, & Zhu, 2012). According to Atzei, Bartoletti, and Cimoli, (2017),
homomorphic encryption remains impractically slow, and with very high computational overheads. In
elections with many voters, the systems may become so slow that the stake-holders may not appreciate the
essence of electronic voting as compared to the already known slow manual voting approach. For example,
speed became a great issue of concern during the project of making homomorphic encryption widespread by
IBM, when it released its first version of HElib C++ library in the year 2016, (Helsloot, Tillem, & Erkin,
2017).

Furthermore, there are restrictions and usage in electronic voting systems. According to (Yu et al., 2018), using
an encryption scheme dependent on homomorphic properties of allowing the manipulation of the cipher texts'
variables, there is a restriction in the structure of the ballot. Before the ballots are encrypted, they must be
encoded with bits. This means that the candidate whom the voter intends to vote for gets a one (1) whilst all
other candidates have a zero (0) for every vote cast and this information is stored in the corresponding position,
which is then encrypted. As a result of this structure, it can only accommodate elections where yes or no are
possible choices for the candidates. Ordinary voting in elections is therefore not supported because we cannot
encode a string involving the name of a candidate into one bit. Also given that the homomorphic addition does
not support addition of strings, it is therefore not feasible. Another big limitation of this cryptographic primitive
towards secure voting is the computing time needed to aggregate homomaorphic encrypted ballots. This is really
complex and as such, might not be applicable on large amounts of encrypted ballots.

Block chain technology

Block chain is a distributed database for transactions which exist on multiple computers at the same time, and
is constantly growing as new sets of information pieces are getting updated, (Tarasov & Tewari, 2017). Each
block of information contains a timestamp as well as a link to the previous block of information, thereby
forming a chain of information on transactions. The original block chain technology offered an alternative to
the traditional intermediary for transactions of the crypto currency Bitcoin. The collective verification process
when applied in e-voting offers a huge degree of traceability and security in electronic elections, a principle
that is applied in secure electronic voting, (Yu et al., 2018). This is because there are multiple versions of nodes
on a network acting both as executors of transactions and miners simultaneously, whereas the voting processes
(transactions) are collected into blocks before being added to the wider election systems' block chain.

Limitations: This technology comes with much complexity and involves an entirely new vocabulary beyond
the comprehension of most election stake-holders, especially the voters, candidates and election managers,
(Panja & Roy 2018). Due to this complexity and computing intensity, block chain technology requires
supercomputers and similarly powerful hardware resources for each transaction, in order to cope with the heavy
energy consumption and computing intensity associated with high data traffic in large elections. Also, Fusco,
Lunesu, Pani and Pinna, (2018) showed that privacy remains an issue of concern, since despite the fact that the
identities of those involved in I-voting process are anonymous, the technology presents patterns to the
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transactions, and these patterns that can easily portray the identity of every user with a particular addresses,
thus providing an easy way to extract information about the vote and the voter. In the log chain of information
blocks, there is the risk of error due to human involvement in the generation of blocks of election information.

Further, voting systems developed from block chain technologies may suffer the lack of certified professionals
for implementation and maintenance, (Chen et al., 2017). This is coupled with the fact that industry experts
have revealed that this technology is not easy to learn, due to its sophisticated mathematical functions and
complex algorithms. Scalability is a further limitation, since all the transactions have to be verified by the entire
entire node in the network, thus limiting the speed of the transaction process and need for very high computing
power especially in an election involving multiple voters from large geographical areas. Apart from the
realization that block chain transactions are not immutable and not indestructible, there is a major security flaw
in the technology due to a ‘51% attack’. This is means if more than half of the computers working as nodes in
the network tell a lie, the lie will be promoted and hence become the truth, what is known as ‘51% attack’,
(Nakamoto, 2008).

El-Gamal cryptographic system

Vijayalakshmi and Karpagam (2018) explained this type of encryption as a public-key cryptography which
uses asymmetric key encryption for communication between two parties and encrypting the message based on
the Diffie—Hellman key exchange. It consists of three components: the key generator, the encryption algorithm,
and finally the decryption algorithm. In cryptography, EIGamal encryption can be defined over any given
cyclic group G, for example, a multiplicative group of integers modulo n. Its security therefore depends on the
difficulty of a certain problem in cyclic group related to computing discrete logarithms. The three components
of EIGamal encryption therefore ensure difficulty of finding discrete logarithm in the given cyclic group. In
simple terms, given the variables g, a and k, then in a function where one knows g and g¥, the cryptographic
primitive makes it extremely difficult to compute g?., and this provides the needed privacy, (Vijayalakshmi &
Karpagam 2018)

Limitations: On the election security perspective, semantic security is not implied in this technique by the
computational ~ Diffie—Hellman  assumption  alone.  This implies that the cryptosystem
is unconditionally malleable, and this consequently makes it not secure for electronic voting under chosen
cipher text attacks. According to Faust, Mukherjee, Venturi and Wichs, (2014) an encryption algorithm is
"malleable” if it has a possibility to transform a cipher text into another cipher text which decrypts to the
related plaintext. Malleability is undesirable property in a cryptosystem, since it allows an attacker to access
the plain text and modify the contents of a message.

Distributed Systems and Cryptography

This involves distributed systems voting / election algorithm and distributed processing. Distributed
Algorithm is a algorithm that runs on a distributed system, while distributed system is a collection of
independent computing systems that do not share their memory, wherein each processor has its own memory
and they only communicate via communication networks, (Sandler, Derr, & Wallach, 2008). Communication
in this case is implemented in a processor where one machine communicates with a processor on other machine.
Many algorithms applied in distributed systems require a coordinator that performs vital functions needed by
other processes in the system. Similarly, election algorithms are designed to choose a coordinator.

© Juma, Oguk 131



International Journal of Social Sciences and Information Technology
ISSN 2412-0294
Vol VII Issue II, February 2021

Limitations of Election Algorithms: Since election algorithms choose a process from group of processors
that act as a coordinator, whenever the coordinator process crashes, then a new coordinator is elected on other
processor basically determines where a new copy of coordinator should be restarted. It operates on the
assumption that every active process in the system has a unique priority number, wherein the process with
highest priority will be chosen as a new coordinator, (Kho et al., 2015). Hence, in case of coordinator failure,
the algorithm elects the active process with the highest priority number, which is then sent to every active
process in the distributed system. The resultant major limitations with this technology are the inherent lack of
global clock as well as lack of shared memory. These are counter to secure elections systems, (Chondros et al.,
2019).

Elliptic-Curve Cryptography

Elliptic-curve cryptography is an approach to public-key cryptography defined over finite fields and is based
on the algebraic structure of elliptic curves to provide data security equivalent to classical systems (like RSA),
but uses fewer bits, smaller chip size, less power consumption but increase in speed (Jaiswal & Tripathi, 2017).
In operation, Elliptic curve cryptography (ECC) applies the mathematical properties of elliptic curves to
generate public key cryptographic systems. Similar to all public-key cryptography, the technique is based on
mathematical functions which are simple to compute in one direction, but extremely difficult to reverse. The
difficulty resides in the infeasibility to compute the discrete logarithm associated with any random elliptic
curve element with regards to a publicly known base point, in the elliptic curve discrete logarithm problem.

Limitations: Despite the security offered by the cryptographic primitive, there are a significant number of
potential vulnerabilities to elliptic curves which make them unsuitable for secure e-voting systems. Side-
channel attacks and twist-security attacks threaten to invalidate the security that elliptic curve cryptography
aims to provide, especially to private keys, (Chaieb, Yousfi, Lafourcade, & Robbana, 2019). Side-channel
attacks are widely experienced when measurements are made on the practical implementation of a
cryptosystem, but which often results into leaks of information, thus compromising secrecy and anonymity.

Further, incorrect implementation often leads to ECC private key leaks in a number of scenarios. For example,
the Sony ECDSA security disaster, wherein, while Sony used ECDSA to sign software for their Play-Station
game console, they however, did not implement the algorithm properly, and used static parameters instead of
random ones thus making Sony’s implementation of the algorithm solvable and subsequently useless,
(Knezevic, Nikov, & Rombouts, 2016). Solvable encryption algorithm is unsuitable for secure e-voting
systems. Further, key exchange message to malformed signatures have been experienced with ECC, and these
become worse, as such issues often lead to an unauthenticated, internet based remote attacker gaining access
to Secure Sockets Layer (SSL) private keys.

Recommendation and Conclusion

The cryptographic techniques above have strengths as well as weaknesses in providing confidentiality,
integrity, availability and general security necessary in e-voting. It is recommended that for secure e-voting
system to be achieved, positive aspects of all the cryptographic primitives need to be harnessed to develop a
hybrid and really secure system.
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